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Zurich Research Laboratory

AURORA

= R&D in IBM Zurich Research Laboratory
= Designed for high traffic sites
= Used in small businesses to very large sites
= Trying to find new innovative ways to represent network statistics
= A Research Project
but commercially available (also as a ‘free’ trail, send an email for info)
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The name AURORA
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Overview

» Understanding network traffic flows in IT =
infrastructures

mmmmmm

= Benefits

nnnnnnnn

— Bandwidth usage by application, domains, hosts, ports, =
protocols, traffic types

— Reduction of network outage times and identification of
network congestion causes

— Detection of long-term trends in network utilization

— Understanding server dependencies to support IT ==
infrastructure transition (eg, to UMI)
= Applied techniques

— High performance aggregation database for large
NetFlow volumes

— Intelligent traffic pattern recognition
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NetFlow, IPFIX, sFlow

= NetFlow is de-facto standard by Cisco

| = |n future superseded by IETF IPFIX
» sFlow mostly similar to NetFlow
HTTP = SNMP is not appropriate for flow-based

network profiling, but can be used to monitor
other variables in an environment
=  Flow definition

A flow is a set of packets passing an observation
point in the network during a certain time interval.

Aurora

-

NetFlow/IPFIX

All packets belonging to a particular flow have a set
of common properties derived from the data
contained in the packet and from the packet
treatment at the observation point

NetFlow: http://www.cisco.com/en/US/products/ps6601/products_ios_protocol _group_home.html
IPFIX:  http://www.ietf.org/html.charters/ipfix-charter.html
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Operation Modes

Real-time mode; router NetFlow enabled

NetFlow

Router =5 A T AURORA

Real-time mode; NetFlow probe via port mirroring

Aurora Meter , NetFlow
g

Real-time mode; NetFlow probe via optical splitter

Aurora Meter , NetFlow

Optical splitﬁr _,—ﬁ‘ l’ﬁ AURORA

|

Off-line mode; NetFlow probe

NetFlow files .—’@ AURORA
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Hespera

In case your routers/
switches don’t support
(hardware) NetFlow.

*Pcap-based

*Collects packets

*Creates:
*NetFlow v5/9
*IPFIX

X ank@zannone: ~ =@ =)

HesperaRemote controlling tcp://foothello@localhost using: flow top bytes

Generic : [hlelp, [albout, [ilnterval, [clommand, [qluit
Flow Top : [blytes, [plackets
Status ¢ [IInfo, [Ulsage, [Fllows, [Plackets, [Tlhreads, [D]rivers, [L]og

201 Flow Top (bytes) hash version src-ip src-port dst-ip dst-port proto-num/prot
o-txt packets bytes

fblec?67 4 5,4,12,43 22 9,4,71,21 41038 6/tcp 1437 927486

d9335b07 4 9,4,68,163 22 9,4,70,54 1816 6/tcp 237 92094

22cBbfac 4 9,4,12,42 22 3,4,65,161 33408 6/tcp 285 50730

f8d2437f 4 9,4,12,45 22 3,4,71,21 41036 B/tcp 272 43404

e467a235 4 9,4,70,54 1816 3,4,68,163 22 6/tcp 197 15780

d414d616 4 9,4,64,245 0 224,0,0,13 0 103/pim 200 12532

625a32da 4 9.4,64,246 1985 224,0,0,2 1985 17/udp 201 12462

d2a9515%a 4 9,4.64,246 0 224,0,0,13 0 103/pim 76 4796

2c850dec 4 9,4,12,44 22 9,4,71,21 59517 B/tcp 36 2664

9d7943ff 6 feB0::2d0:ff:feBatd400 0 feB0::2d0:ffifeBatd00 0 103/pim 14 1904

99391cef 6 feB0::2d0iffife83:al00 0 feB0:12d0sffifed3:a000 0 103/pim 12 1632
bd3eeb06 4 9,4,64,245 1985 224,0,0,2 1985 17/udp 18 1114

7f3bdd76 4 9,4,70,19 137 9,4,71,255 137 17/udp 7 644

%02 Complete, ..,
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The NetFlow Scalability Challenge
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Cisco SYSTEMS

Feature Overview ” mﬁ age

= NetFlow v1, v5, v6, v7, v8, v9, IETF IPFIX and sFlow collection, analysis, reporting
» Pre-generation of detailed reports in HTML, PDF, XML and TXT

— Hourly, daily, monthly, yearly reporting periods
— Utilization, domain, protocol, port, application, host, flow, ToS, ASN, and ICMP reports

— Reports regarding average packet and flow statistics (eg, duration, volume)

= Ad-hoc zoom reports
= Support for very high flow rates

— Example: ~40K flows/s on dual 2GHz server with 2GB memory, 150MB 5min flow files
— Depends mostly on how much details one wants to see.

— Distributed deployment with NetFlow or incremental database forwarding on
= Domain and site separation
* NetFlow forwarding

= |Pv6 support at data and control plane
= GUI and language customization (Unicode-enabled)

= Available for Linux; tested on Unix (AlX, Solaris, Open/FreeBSD, Mac OS X)
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Traffic Views and Standard Reports

= Traffic views
— Current hour/day/month/year

= Standard reports
— Generated reports for fixed periods
— HTML, PDF, XML, textual
= Filter reports g AWERE LW
— Filtered standard reports . ‘o
= Zoom reports e
— Generated in real-time with user- | W
defined filter - E
y : 2
= Aspects in views and reports e
200 Ll alilo Ll o PG vl
— Domains, protocols, hosts, ports, e : | | | g
applications, service/traffic types, et e
sessions, utilization S i e
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Daily Direction and Flow Views

AURORA Logged in as Andreas Kind [ank]

AURORA - IBM Zurich Research Laboratory - Overview

(graph | trend araph ) [ print | bookmark | graphs /1]
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AURORA Logged in as Andreas Kind [ank]

AURORA - IBM Zurich Research Laboratory - Overview

( graph | trend graph ) [ print | bookmark | graph: 1/1 ]
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AURORA - IBM Zurich Research Laboratory - Hosts 9.4.23.7

Overview

Reports
Domains
Traffic Types
Protocols
omp.

Service Types
Ports
Applications.
Hosts

Zurich Research Laboratory

(table | graph | trend aragh ) [ print | bockmark | graph: /1]
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Traffic Example at an ISP
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Domain Traffic

| current Hour Current Day Current Month Current Year
Domain Traffic ‘ sent | received | sent sent
GBI [seo.05 vie 16 37 wis| 155 Gio | 1.05 Gi[o7 75 G| 77.91 Gifeo7.69 G| 77.64 GiB
[ [ [ ¢7.59 vie [ 2047 wis 33,05 wie . i 153 63 G| 39.71 G960 G | 3937 G
[BIE[ 27 61 vie]| 16.98 vie [zsv a1 vie 175,97 i 23,54 G| 15.14 Gie| 23.92 G | 15,12 GiB
’EW‘ 34,35 MiB |473.33 KB (343.08 MiB | 2,89 MiB| 17.24 GiB [734.19 MiB | 17.20 GiB |733.68 MiB
’E 2.04 MiB |424.20 KiB | 26.56 MiB| S5.15MiB| 3.50 GiB|(991.89 MiB| 3.50 GiB (990.22 M.

Domains

L=l

(@[ s D BT e
DOMATN="TBM" P
LOCAT=0 B |
SUBNET="9.0.0.0/8" =
FLAG=/aurora/flags/ibm.gif Ty il

F ? | UL 1

"

628.87 MiB

DOMAIN="ZRL" ot L
LOCAL=1 i
SUBNET="9.4.0.0/16 2001:620:20::/48" S |
FLAG=/aurora/flags/zrl.gif R e

99:00, Hed 11 Jan 2006 - 00:69, Thu 12 Jan 2006

IBM => ZRL, rovd mem ZRL -> IBM, sent wemsm  Watson -> ZRL, revd
Other => ZRL, roud me 2RL =) Dther, sent wew Haifa => ZRL, roud mes
ZRLy sent e Other, sent mmmm

DOMAIN="My First Servers"

FILTER="ipv4 either 10.10.19.184 or ipv4 either 10.10.19.204"
DOMAIN_MODE=FilterReport

REPORTS="direction type proto tos flow interface icmp"
FLAG=/aurora/flags/ibm.gif

DOMAIN="My First Router (IF 1)"
FILTER="ipv4 router 1@10.10.170.139"
REPORTS="direction proto port appl host"
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Filter specifics

<eXpr> = not <exprs> |
<expr> (and|or) <expr> |
version (ipv4|ipve) |
(ipvé |ipv4) <dir ip- [not] <prefixs[/<prefixlengthe] |
type [nmot] (unicast|milticast) |
proto [<op=] <numbers |
(icmp|icnmptype|icmpocde) <mumbers |
port <dir> [<cp=] <mmbers |
app <name> |
domain <dir> [<op=] <mumbers |
asn [<op>] <mumbers |
(packets|octets) [<op>] <mumbers |
true | false |
set (proto|port|app|domain|asn) <mumbers |
trigger <names

<dir> = src | dst | both | either
<dir ips = <dirs | router | router src | router dst | nexthcp
<op>=eq | == | ne | != | ge | >= | gt | > | more | le | <= | 1t | < | less

# Filter on address range
ipv4 either 10.10.0.0/16

# Pilter on http(s) traffic
port either 80 or port either 443

# Define http traffic domain
((ipv4 src 9.4.0.0/16 and set domain src 7) or true) and \
((ipv4 dst 9.4.0.0/16 and set domain dst 7) or true) or true

# Set application based on a source IP and port
ipvd sre 192.0.2.0/25 and port src 80 set app FOO

# Trigger an event on corrupted flows and drop these flows
not ((octets gt 200000000 or packets gt 20000000) and trigger HUGE FLOW)

A Kind | AURORA | Technical Aspects
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Traffic Filter

= Used for ...
— Record maodification rules (eg, set application, IP to domain mapping)

— Standard filter reports
— Event notification

— Zoom reports
= Examples
— Set application

FILTER="ipv4 src 192.0.2.0/23 and port src 80 set app 5"
— Aggregate to a single IP address

FILTER="ipv4 src 192.0.2.0/23 and port src 80 set ipv4 src
192.0.2.1"

— Define LotusNotes cluster

FILTER="app LOTUSNOTES and (ipv4 src 192.0.2.0/23 set dom
src 1) or (ipv4 dst 192.0.2.0/23 set dom dst 1)"
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Filter Domains

20

= Users can be bound to a filter domain

DOMAIN="My First Servers"

FILTER="ipv4 either 10.10.19.184 or ipv4 either 10.10.19.204"
DOMAIN MODE=FilterReport

REPORTS="direction type proto tos flow interface icmp"
FLAG=/aurora/flags/ibm.gif

DOMAIN="My First Router (IF 1)"
FILTER="ipv4 router 1@10.10.170.139"
REPORTS="direction proto port appl host flow icmp"
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Events

21

# Event target definition
eventtarget SYSLOG syslog info
eventtarget TEC tec udp://foo.zurich.ibm.com

# Event definition

event HUGE FLOW description "Very large flow"
event HUGE FLOW threshold 0

event HUGE FLOW period 0

event HUGE FLOW output SYSLOG message '"Huge

Increase: T=%tag%@%offset% R=%source% F=%first% L=%last% S=%src%
=%dst% P=%protocol% O=%octets% p=%packets% T=%threshold%"

# Event filter

POST FILTER="! ((octets gt 200000000 or packets gt 200000000) and
trigger HUGE_FLOW)"
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Zoom Reports

AURORA Logged in as Andreas Kind [ank]

AURORA - Demo Location - Zoom Reports

AURORA

overview Zoom Reports
Reports Description
Domains
Traffic Types Email address (used only by Queued Zoom to notify you when it is complete)
Protocols operator @ anp O or pirection O oneway @ Both
HEID Periods | 2006-01-17_23-50_0100 || Domain(s) [~]
Service Types 2006-01-17_23-45_0100 = Other
Ports 2006-01-17_23-40_0100 ZRL
Applications 2006-01-17_23-35_0100 IBM
2006-01-17_23-30_0100 Hursley )
Hosts 2006-01-17_23-25_0100 ‘Watson i
Flows 2006-01-17_23-20_0100 Haifa
Interfaces 2006-01-17_23-15_0100 Hundshorn & Mistral
N 2006-01-17_23-10_0100 Private (10.0.0.0/8) L
2006-01-17_23-05_0100 [+ | Private (192.168.0.0/16) |v |
Host Activity
. Source Prefix Destination Prefix
Flow Activity [ ‘ [A ‘
p—— Traffic Type(s) » Protocol(s)
il — =
Sulization UnicastiPve  |=) 3PC E
Zoom Reports Broadcast IPvE AN
Status Unicast (v AOHP [v]
Configuration TCP/UDP/SCTP Port(s) [a] Application(s) [~]
Help 1ci-smcs B Backup =
et 3Com-nsd Citrix MetaFrame and MetaFrameXP software
3com-amp3 [s] Common Object Request Broker Architecture [v]
Port Number
Report(s) ﬁgﬂiwions () options [ show Records
B | O Relationship D.iagrarn
Flows 1 Oecreate a log file
Flow Activi -
Hg:ts ity Report on ® Octets/sec
Host Activity O packets/sec
ICMP [v] O packets/Octets ratio

Custom Filter
Pre-defined Filter (v
[Linstant Zoom | [ Queued Zoom |

Previous Zoom Reports
Report Period Created User Description Filter
9 2006-01-17 23:00:00 - 2006-01-17 23:55:05 2006:01:21 12:36:22 Andreas Kind {ank) Demo Zoom {port either 22)

AURORA yright I8 , IBM Zurich Research Laboratory
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User Management

( user preferences | user management | site configuration | license )

User management

Username ank

Fullname \Andreas Kind |

Email \ank@zurich.ibm.com |

Password [ l
|

Repeat Password ‘

Domain ‘ M‘

User Flags Administrator
[Jpassword Changing Disabled
O Auto-reload pages?

O pisabled
[ Apply ][ Delete ]
Username‘ Fullname ‘ Email | Administrator‘ Disabled
ank [andreas Kind|[ank@zurich.ibm.com|[yes ||no ||Edit Delete|

Create new user
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onfiguration

( user preferences | user management | site configuration | license )

Site Configuration

J General I [ Authentication ‘ [ Reporting | [ Domains | | Flow storage ‘ ‘ Filter settings

General

Default language | English (US)

Location |Test
skin | 18M 2
Routers |any

add router

Apply

( user preferences | user management | site configuration | license )

Site Configuration

[ General | [ Authentication | [ Reporting | | Domains || Flow storage | | Filter settings

Reporting
Traffic aspects Applications

Hosts
Flows

DOinterfaces

ervice Types LJASN
1cMP
Enable CSV reports

units? | [Octets [v] @
Flow direction® | Domain [v]

1 A reset of the site is required to apply this setting properly

Apply

A Kind | AURORA | Technical Aspects

( user preferences | user management | site configuration | license )

Site Configuration

General | | Authentication | | Reporting ‘ ‘ Domains ‘ ‘ Flow storage | | Filter settings |

Authentication
Authentication method | Aurora Web Login | [
Anonymous login | No M ]
Show only ized data to users | Yes [v|

Apply

(user prefere:

s |
Site Configuration

user management | site configuration | lice

General Reporting | [ Domains || Flow storage | Fiter settings
Domains
1> [Name [tocal | Fiag | criteria [Reports [ operations
1 |private Yes |- | Subnet: 10.0.0.0/3, 172.16.0.0/12, No Edit Delete
152.168.0.0/16, fc00::/7
= ook toca Tves |- [subnet: 160254007, fear 0 T [Edt pete
3 |Documentation  |Yes |- | Subnet: 192.0.2.0/24, 2001:db8:/32 [re [Edit pelete
o0 [1em zAL [ves [@ [subnet: 520076 Tre E
101 1M wRC [ves @ [subnet: 520076 Tro [Eat pelste
201[18MZRL > 18M  |No |- | Filter: ipva src 5.4.0.0/16 and ipvé dst direction | Edit
WRC 5.2.0.0/16 flow

[Add a new

Lo Subnet?

ocal [0 (v] 299 subnet

Flag! | (none) [v] AS number?

2dd AS number
R 6] 2
Fil
Reports| Oves Ono add fiter
Add domain

* Optional setting
2 At least one among the fields must be specified
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Backend normal text files

LOCATION="WAN Mcnitoring”
ROUTERS=arty

LANGUAGE=english us
SKIN=ibm

AUTH METHOD=aurora

COLLECT=octets
REPORTS="dcmain directicn type proto tos port appl host flow interface"

# Local Swiss Department A
DOMAIN="Department A"

ID=1

SUENET="10.10.1.0/24"
LOCAL=1
FLAG=/aurcra/flags/ch.gif

# Local Swiss Department B
DOMAIN="Department B"

ID=2

SUENET="10.10.2.0/24"
LOCAL=1
FLAG=/aurcra/flags/ch.gif

# Remote US Department C
DOMAIN="Department C"
ID=3
SUBNET="11.11.1.0/24"
LOCAL=0
FLAG=/aurcra/flags/us.gif

# Remote German Department D
DOMAIN="Department D"

ID=4

SUBNET="11.11.2.0/24"
LOCAL=0
FLAG=/aurcra/flags/de.gif

FLOWFILE ZIP PERICD=86400
ZIP=bzip2
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Soon...

= BGP awareness
Where is my traffic going and where is it coming from

— Helps in determining who to peer with

= Anomaly Detection
What traffic is not normal in my network

= New “Web2.0” interface
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LogIn | Register | Contacts & Feedback | Help | Site Map | Select a Location f Language
Cisco SYSTEMS

Thanks!

‘Search ‘

Products & Ser

es | Ordering | Technical Support & Documentation | Learning & Events | Partners & Resellers | About Cisco

HOME Cisco 10S NetFlow

PRODUCTS & SERVICES Commercial Software Packages
CISCO 105 SOFTWARE

Related Tools
CISCO 105 TECHNOLOGIES Adventhet

NetFlow Analyzer §Y (PDF) Software Center
MANAGEMENT INSTRUMENTATION NetFlow Analyzer is a web-based bandwidth monitoring tool that uses Cisco NetFlow technology Software Advisor
CISCO 103 NETFLOWY Dynamic Configuration Tool
Cisco Applications Apoapsis Cisco Feature Navigator Il
= NetUsage product for network traffic monitoring, capacity planning, business justification and cost
Packegen e onil
Packages
Products & Services
Freeware NetFlow Software Arbor Networks .
Arbor Networks PeakFlow Products Cisco Routers
Traffic Analysis, NetFlow collection and Security DDOS monitoring, and peering analysis Cisco Switches

Caligare
Realtime traffic monitoring, smart flow fittration and network anomalies detection

www.zurich.ibm.com/aurora/ ————

Traffic analysis, NetFlow collection and low cost Windows-based NetFlow product Call
Crannog NetFlow Tracker 800-553-6387

Computer Associates

Erterprise and Service Provider network performance monitoring; uses Cisco NetFlow Collector
eHeatth Traffic Accountant Y (PDF)

Evident Software

Evident Software for NetFlow based Billing and Traffic Analysis

Evident Analyze

Hewlett Packard

Traffic Analysis, NetFlow collection using HP Insight Network Performance Monitoring

1BM
NetFlow Aurora Product is a Flow Based Profiling System
Aurora

Info’
Erterprise and Service Provider Network Performance Monitoring
InfoVista NetFlow

Isarlet
IsarFlow Reporting Software

Micromuse
Micromuse Usage Monitor NetFlow YWeb Site Y (PDF)

Micromuse USM MNews Release

For more Information please, contact aurora@zurich.ibm.com
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